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What is Al?

ARCTIFICIAL
INTELUGENCE
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It’s all about data

« Data is the fuel of Al
* Not all data is personal data




It’s getting personal

« Part of a larger trend: personalisation




What is at stake?

e A human right
* Trust

« How do we balance the potential for huge
societal benefits with the right to privacy?




1. Al meets dataminimisation

* Needs a lot of data — and you
don’t necessarily know what
data you need

VS.

Dataminimisation

« Personal data shall be adequate,
relevant and limited to what is
necessary in relation to the purposes
for which they are processed (Art. 5)

« Purpose limitation:
Personal data shall be collected for
specified, explicit and legitimate
purposes (Art. 5)



2. The black box meets the right to information

The black box The right to information

« The logic involved (Art. 13, 14 & 15)
« What happens in there?  In clear and plain language (Art. 12)
« Difficult to explain VS.

The right to an explaination? (Art.22)
« Transparency (Art. 5)



3. Bias meets the right to fair processing

Algorithmic bias

all be processed

CODEDBLAS ndina

ner (Art 5)

e Biased data = bias

Coded Bias

This documentary investigates the bias in algorithms after M.|.T. Media
Lab researcher Joy Buolamwini uncovered flaws in facial recognition
technology.




Is a happy marriage possible?

Al + privacy =
privacy by design

Forvaltning

Serg for & vaere forberedt p god forvaltning
av programvaren ved &:

¢ hindtere hendelser og avvik etter planen

¢ implementere styringssystem for personvern
og informasjonssikkerhet som omfatter
anskaffelse, forvaltning drift og vedlikehold,
samt rutiner for logging testing og maling av
effekt pd organisatoriske og tekniske tiltak

Oppleering

Serg for god kunnskap til regelverk
og metodikk tilknyttet programvarens

bruksomrade ved &:

¢ lage en differensiert oppleaeringsplan
tilpasset ulike profesjoner i utviklingslgpet

v forankre oppleeringen i ledelsen

ﬁm Datatilsynet

behandlingsansvarlig,
underleverandgrer. Ivareta personvernprin-
sipper og de registrertes rettigheter. Sprg for &

opplysningene mé vzere, om historikk er ngdvendig

krav til informasjonssikkerhet (bruk for eksempel OWASP ASVS)
¢ vise dpenhet om behandlingen - gi god informasjon om bruk av
personopplysninger og hvordan de registrerte kan uteve sine




National Al strategy

“Norwegian society is characterized by trust and respect for
fundamental values such as human rights and privacy. The
Government wants Norway to lead the way in developing and
using Al with respect for individual rights and freedoms.”

National Strategy for
Artificial Intelligence
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What is a regulatory sandbox?

Dialouge-based and in-depth guidance of real Al cases

e Better understanding of legal requirements
e Privacy friendly Al innovation

e Build competency in Al — better guidance,
case handling and enforcement

e Building trust in Al solutions
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First seven sandbox projects

I@I/ Logginn

If
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Q nav.no » Sykmeldingog sykepenger

Sykmelding og sykepenger

Sykmeldt - hva na?

Blir du sykmeldt, trenger du & vite hvilke regler som gjelder mens
du er syk og hva som kreves for & fa utbetalt sykepenger.

Ditt sykefravad

SECURITY WITH A
HUMAN TOUCH

le are the weakest link in cybersecurity, due to
I of human error and social engineering attacks.

cover what our customers are saying:

ebrand » TUSSA admincontrol  MNeMonNIc

i
v Legal basis for

developing an
prediction
algorithm H
Transparency in
decision support |
algorithm

|

-
v PBusinessmodel/roles

&

for protecting
employee data

v Trust for more

precise predictions




What did we learn so far?

@ EMERGING TECH BREW Brands ¥  Podcasts v Featured v

« A lot of interest in the sanbox
« Great applicants

« Shed light on grey zones through
examples

 Building internal competency

« Openness and communication is key:
— Project plan and exit report

— Gudances, webinar, e-learning, podcast,
blog, media

Scale the effect of the sandbox

To regulate Al try playing in a
sandbox

There’s rising interest in using “regulatory sandboxes” to police
Al without hamstringing innovation

MAY 26, 2021 - 7 MIN READ

"\ DAN MCCARTHY
SENIOR EDITOR

f ¥ in & coey

The Network News Focus Areas» Events Reports Consultancy Advertising AboutUs»  Contact H Ssearch

The Network EU seeks to ban ‘unacceptable’ uses of artificial

The unique forum convening public inte"igence
and private sector leaders for

networking, intelligence and debates
onresearch and innovation: Officials want to rein in applications such as live facial scanning, but pledge to promote Al with
‘sandboxes’ that allow companies to have early discussions with regulators on acceptable uses

22 Apr2021 | News

» 3
e By Eanna Kelly
Francis Sciolabba =

Most Read

Network Updates

These updates are republished press
. ~ EU's digital chief, Margrethe Vestager. Photo: European Commission
releases and communications from
ST e

e




EU wants a balanced approach
— Innovation AND responsibility

Ban unacceptable risk Al
Regulate high risk Al

Limited or no risk AK: transparency
and voluntary measures

Proposal for innovation: sandboxes

The |
Economist

Menu

Weekly edition Q_ Search v

Europe

Apr 24th 2021

edition >

The Brussels effect
The EU wants to become the world’s super-
regulator in Al

And there’s a precedent

EU VIL FORBY Al

Norge kan komme til a forby AI-bruk: —
Dette blir en av de viktigste debattene
fremover




* Check out datatilsynet.no/sandkasse

* (Guidance on transparency in the making
e More sandbox after 20227




Thank you!

www.datatilsynet/sandkasse
sandkasse@datatilsynet.no

Datatilsynet

postkasse@datatilsynet.no
Telefon: +47 22 39 69 00

datatilsynet.no
personvernbloggen.no




